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The State of Oregon has undertaken a major consolid
Services Routers to create a robust platform for sh

EXECUTIVE SUMMARY

STATE OF OREGON
® Government
® Eugene, Oregon, United States

BUSINESS CHALLENGE

® Consolidate information infrastructures
of the 12 largest state agencies

® |mprove network management

® Create a foundation for delivering future
voice services

NETWORK SOLUTION

® The State of Oregon expanded its existing
MPLS network and upgraded its data center
using Cisco Catalyst switches. To connect

performance concurrent data and
voice services, the state chose Cisco
Integrated Services Routers.

up to 1200 agency locations and deliver high-

BUSINESS RESULTS

® Saved more than $500,000 in audio
conferencing costs using voice over IP

® Migrated approximately 400 locations
without impact to users or services

® Simplified network manageability

gencies

ation of its information infrastructure using Cisco Integrated

ared services delivery.

BUSINESS CHALLENGE

The state of Oregon has undertaken a massive ptojeonsolidate the information
infrastructures of 12 of the state’s largest agemidnown as Computing and
Networking Infrastructure Consolidation (CNIC), thmject will deliver shared
services that provide all agencies with the teabgykervices that they require to fulfill
their missions while enabling each agency to bewatzble for the services it actually
uses. The state expects to achieve many benefits@NIC, including significant gains
in efficiency, reducing costs, improving servicedks, enabling 24-hour operations,
enhanced operational continuity and disaster regpead increased security. When full
consolidation is complete in 2009, CNIC is expedtedeliver tens of millions of dollars
in annual savings.

Agencies’ existing data centers will be consoliddtea main State Data Center, which
will support the statewide information infrastruetand network-delivered services for
the state departments of Administrative Servicesisimer and Business Services,
Housing and Community Services, Corrections, EdosaEmployment, Forestry,
Human Services, Revenue, the Oregon State Poliaasportation, and Veterans
Affairs. Many of these agencies also support smatiencies throughout the state. The
State Data Center also supports Oregon cities amaties by providing Internet service.

“The network is an integral element of CNIC,” s&§ark Reyer, administrator for the
State Data Center. “By streamlining the network pratesses, we can realize significant
economies of scale while improving budgeting angpsut. As we upgrade our

infrastructure, we view it as a foundation on whigtbuild service and technology projects that wilprove government operations and

create additional savings going forward.”

The state already used networking equipment froseCSystenfsand had an experienced IT team in place to prasigéort.

As 12 agencies’ network operations were consolitiat® the main data center, an important critBriaa new network solution was
manageability. Oregon’s population is either higtdycentrated in several urban centers or broddpedsed in rural areas, which makes
it difficult to deliver consistent support acrobe tentire state with limited resources. The sotutiad to significantly simplify technical,
administrative, and support processes to deliveptbjected cost savings.

The new network solution had to preserve ageneidsting IP addresses and security measures tonizmimpact to users. As CNIC

progresses, the state will develop a consistentrsg@osture for all agencies across the staté saldition to preserving existing security
perimeters, the solution had to provide advancedriig services that can extend through the netwal locations.

Approximately 1200 locations would be connectedrakie WAN, and with future requirements in minde #tate of Oregon required that
they be able to easily connect securely to sendgges a Multiprotocol Label Switching (MPLS) netwdnfrastructure, support quality of
service (QoS) for different applications, and euaily support survivability for IP telephony solortis.
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NETWORK SOLUTION

The state of Oregon’s new infrastructure exparslerginal MPLS network, which was first deploy@d2002. Connectivity to
applications and services will soon be completelysolidated to the data center over the MPLS nétwidre state took advantage of
the Cisco Technology Migration program to replaseekisting routers with Cisco 2811 Integrated #®es/Routers, which support high-
performance delivery of secure, concurrent datyrily, and voice services. Agency locations cont@the network using Cisco 2811
Integrated Services Routers with advanced voicaliépes. When CNIC is complete, IP Communicatigesvices will be available to
all agencies that want them. Several hundred ofdbters are currently deployed, and deploymeatltagency locations is ongoing.

“The Cisco Integrated Services Routers are an import  ant element of our
service delivery model. However, the value of Cisco transcends the equipment
itself to include service, support, and trust, whic h is equally important to the
actual boxes themselves.”

—Mark Reyer, Administrator for the State Data Center

BUSINESS RESULTS

With applications and services consolidated intortbw data center, the state of Oregon is alregalgriencing the benefits of streamlined
management. Team members can focus on specifis afexpertise to improve service quality and respeness to agency needs. In
addition to applications, the data center will béeao deliver consistent network services suckeasirity, patching, device and cabling
management, and Internet access efficiently tagighcy locations—regardless of whether they ar@itidhd or a remote rural area.

Using the Cisco Cataly6500 Series Network Analysis Modules (NAM), thartecan easily monitor network traffic, troubleshautd
identify specific applications classes travelingoas the network—eliminating the need to dispatapfeout to individual locations.

Reyer and his team were able to begin bringing éigeronto the new network while preserving theistixg IP addresses and security
measures, using MPLS to overlay the agency infreitre over the core infrastructure. Agencies lman moved over to the new
network with almost no impact to users or servipesserving their investments in existing systengfarther increasing return on
taxpayer dollars.

“The transition has gone extremely smoothly,” saygyne Smith, a network engineer for the state. Weee able to make the transition
in a single evening, using the same equipment aviti1 a small configuration change. Some agenciéisetha performance increase.
One agency CIO wanted to know when his agencywar&twas going to be transitioned, and it had baethe new network for a week
already.”

The state also expects to significantly improvéaatiion of transport links and resources. A sin@isco Integrated Services Router can
replace two or three existing routers, accommoeliditer T1 or Frame Relay interfaces, and routdidradftelligently so that additional
costly circuits are no longer required.

The Oregon Employment Department is using CiscdigéthiCommunications for an audio conferencing sotutJudges who hear
employment disputes simply call in, and the citizerolved in the hearing calls in. A voice confereris created using voice over IP,

and the hearings are recorded and archived. Thiti@oenables judges to refer back to specifiainga at their convenience and with
approximately 45,000 hours per year in confereimae, tthe state estimates that it has saved at$6&€,000. The new data center is also
completely based on Cisco Unified Communicatiorstsms. Voice capabilities will eventually be alzdile to all agencies over the
infrastructure.
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“The Cisco Integrated Services Routers are an itapbelement of our service delivery model,” sagyé&t. “However, the value of Cisco
transcends the equipment itself to include sergapport, and trust, which are equally importarth®actual boxes themselves.”

PRODUCT LIST NEXT STEPS
e Cisco 2811 Integrated Services Routers The ongoing CNIC project is expected to be comiigt2009. The next steps include
¢ Cisco 7200 Series Routers standardizing router and switch configurations,soidating the Frame Relay connections
* E,'jf\‘,’vﬁztm‘,‘jgﬁﬁjf 2@2333‘;233,”22 wherever possible, developing QoS policies, anddstadizing management tools. A
® Cisco CallManager comprehensive security policy initiative is und ith the goal of defining a securit
p y policy Eywwi g g y

baseline for all agencies, while enabling the fidity for each agency to employ additional
measures where required. Extending Cisco IP Conuatians solutions to agencies is also

on the horizon. The final stage of the project widl dedicated to optimization—focusing in more dein best practices and
resource management.

TECHNICAL IMPLEMENTATION
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The state of Oregon’s MPLS network was originalplbyed in 2002, and the new data center funciartie central point in the
network with its own MPLS cloud. Agency locatiomaite traffic to the network core over a second MRUSN, using Frame Relay or
T1 links, and it is separated into different vittuauting and forwarding instances for deliventhe proper device or server, no matter
where it resides on the network. This arrangemimireates the need to build multiple networks thtgbuhe data center to correctly route
traffic for each agency. Using external Border @atg Protocol, the team connects the two MPLS cldagsass through traffic.

The state of Oregon deployed Cisco Cat&Ig800 Series Switches, providing the data centivark with the highest levels of
availability, superior operating efficiency, ancgport for converged applications. Cisco 7200 Sdriesters provide WAN services
aggregation with the industry’s widest range ofreeativity options, high scalability, and suppont fiategrated services, such as
advanced QoS and security. The state also uses Caalyst 6500 Series Switches for aggregatingnErdelay connections.

The state of Oregon deployed Cisco 2811 Integratslices Routers, which support high-performandieaty of secure, concurrent
data, security, and voice services. Approximaté§ 6f the routers are already deployed, with areetqul goal of 1200 by 2009. Cisco
CallManager is deployed for the Oregon Employmespd@tment, which uses voice over IP for audio aemfeing hearings. Cisco P¥X
Security Appliances are already in place and tha denter team will continue to use them as ormaee in a comprehensive security
plan that will encompass all 12 agencies.
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FOR MORE INFORMATION

To learn more about Cisco routing solutions, visitp://www.cisco.com/go/routing

To learn more about Cisco switching solutions,tvisitp://www.cisco.com/go/switching

To learn more about Cisco security solutions, vigip://www.cisco.com/go/security

To learn more about Cisco IP Communications sahsti®isit: http://www.cisco.com/go/ipc

To learn more about the Computing and Networkirfgabtructure Consolidation (CNIC) project, visit:
http://egov.oregon.qov/DAS/IRMD/cnic_welcome.shtml

This customer story is based on information proditg the state of Oregon Department of AdministeatBervices State Data Center
and describes how that particular organization fisrfeom the deployment of Cisco products. Mangtfes may have contributed to the
results and benefits described; Cisco does noagtes comparable results elsewhere.

CISCO PROVIDES THIS PUBLICATION AS IS WITHOUT WARRATY OF ANY KIND, EITHER EXPRESS OR IMPLIED,
INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some
jurisdictions do not allow disclaimer of expresdraplied warranties, therefore this disclaimer may apply to you.
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